X-Road merkezi

iInfrastrukturasynyn gurlusy
we isleysi




Sapagyn tertibi
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Agzalary dolandyrmak

Ekosistemanyn igslemegi we
dolandyrylmagy

MISP gurnama tejribesi

Sorag-jogap

Synag
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*  Bunime diymek?
* Howpsuzlyk serweri gosulyar
* Agza gosulyar
 Kici ulgamy gosmak



Agzalaryn 6zara
gatnasyklary

AUTH CSR girizmek
SIGN CSR girizmek

Awtorizasiya sahadatnamasynyn bellige
alynmagy

Musderi hasaba alys
- Agza

-  Podsistema
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CSR-e gol ¢ekin

CA

Merkezi
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Agzalary
dolandyrmak

Dirie ahli dolandyrys talaplaryny kabul
edyarsinizmi?
«  Komplaysiya gosulmak / Musderiler
kimler?
« TM-DEV
« TM-TEST
- TM
« togtadys / ayyrma prosesi



CRM

X-Road merkezi serweri sizin CRM-iniz
dal

Siz nirede:

« Agzanyn aragatnasyk
maglumatlaryny saklamalymy?

« Sertnamany saklamaly (eger
degisli bolsa)

» Layyklyk meselesini yzarlamak?




Operasiya

 Topar
+ Gozeggilik
« SLA




Operator topary

Toparyn yolbasgysy

Evangelist / Arhitektor / API-lerin talimgisi
Hyzmat eyesi (X-Road)

Agza dolandyryjy

Infrastruktura operatory / Sysadmin
Gozeggilik boyunca bilermen (degisli bolanda)
(Goldaw)

Kici topar (sonfra ayrylmak tgin):

e PKI Hyzmatynyn eyesi
e CA operatory



Gozeggcilik

mmmm Java programmasy / X-Road-a degisli dal gozeggilik

e Howpsuzlyk serweri yene bir java programmasydyr
e X-Road prosesleriislemeli
e Programmanyn yeterlik serisdeleri bolmaly

Komponent dolandyrysy / Dasky gursawyn gozegciligi

e Agzalar tarapyndan haysy protokol wersiyalary we ayratynlyklar toplumy
ulanylyar?
e Agzalar tehniki bolekleri saklayarlarmy?

mmmw APl dolandyrysy / Operasiya gozegciligi

e In uly gyzyklanyan taraplar kimler?
e Agzalar biri-birine nahili bagly? Gatnasyklar we garaslylyk?
e API jogapkarciligini eyelerine nadip yuklemeli?

Durnukly ekosistema ugin
meseleleri kyngylyga
owrulmezden on tapmak
mohumdir.

Degisli protokollar:
e PR-OPMON
e PR-OPMONJMX (standart
boyunca ocurilen)
e PR-ENVMONMES



Taze we bar bolan
agzalara komek
etmek

* Agzalaryn arasynda taze integrasiyalary baslatmak we
yenillesdirmek.
« Bu taslamanyn soragnamasy komek bermek ugin
mazmun gollanmasy hokmunde.

« X-Road, hyzmat we s.m. barada yzygiderli komek
soraglary.

» Agzalaryn Howpsuzlyk Serverleri ya-da API-
leri/hyzmatlary bilen baglanysykly meseleleri cozmage
komek edin.
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Umumy syn we arhitektura
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Umumy syn we arhitektura

Arhitektura

«  MISP-nin standart bolekleri:

MISP web programmasy
Orbeon XForms hereketlendirijisi
MISP maglumat bazasy

Apache HTTP serweri

Apache Tomcat

2]

Portal users web broweser
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Umumy syn we arhitektura

MISP komponentleri

MISP web programmasy
« Web programmasynyn esasy funksiyasy, X-Road hyzmatlaryna esaslanyan ulanyjy interfeyslerini
doretmek we ulanmak, seyle hem autentifikasiyany we ulanyjy hukuklaryny dolandyrmak ucin esasy yer
hokmunde serwer bolmakdyr.
Orbeon XForms hereketlendirijisi
« MISP, X-Road SOAP hyzmatlary tgin giris we ¢ykys formalaryny kesgitlemek tgin XForms standartyny
ulanyar.
Apache HTTP serweri
« HTTPS aragatnasygyny we proksi-klient talaplaryny arka tarapda isleyan MISP programmasyna
dolandyryar.
MISP maglumat bazasy
« Portal ulanyjylary we olaryn toparlary barada maglumatlar, X-Road onddrijileri barada metamaglumatlar,
doredilen formalar bilen birlikde hyzmatlar barada metamaglumatlar, soragnama giris hukuklary barada

maglumatlar.



Gurnama

Dasky gursaw ucin talaplar

» (Goldalyan operasiya ulgamy: Ubuntu Server 22.04 Uzak mohletli goldaw (LTS), 64-bit.

 (Goldanyan Java wersiyasy: 8

+ X-Road gurnamasyna eye bolan X-Road Howpsuzlyk Serweri (icki interfeys) bilen baglanysyk gerek; MISP
X-Road arkaly igleyar.

* Maslahat berilyan apparat talaplary: 64-bit prosessor, 4 GB RAM
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misp1.dev.roksnet.com
misp2.dev.roksnet.com
misp3.dev.roksnet.com
misp4.dev.roksnet.com
mispS.dev.roksnet.com

SSH ulanyjysy: okuw
SSH paroly: talim
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Dasky gursawy tayyarlamak

« Paket ammarlaryny gosun:

sudo nano /etc/apt/sources.list.d/misp.list

# MISP repozitoriyasyny gosun

deb [ynanylyan=hawa] http://10.222.0.200/misp jammy main
« Paket sanawyny tazelan

sudo apt -o "Acquire::https::Verify-Peer=false" tazelenmesi
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Gurnama

MISP maglumat bazasynyn bukjasy

*  MISP2 maglumat bazasy xtee-misp2-postgresql buyrugy arkaly standart sazlamalar bilen gurnalyar:

sudo apt-get -o "Acquire::https::Verify-Peer=false" xtee-misp2-postgresql faylyny
gurnan

« Asakda bu buyruk yerine yetirilenden son gorkezilyan soraglaryn we jogaplaryn sanawy berilyar.
Maglumat bazasynyn adyny berin: [misp2db]
Maglumat bazasyna girmek U¢in ulanyjy adyny yazyn: [misp2]
Taze rol ug¢in parol girizin:

« Esasy rol, yagny ulanyjy ady misp2 we dine parol soralyar.
* Okuw maksatlary tgin parol hokmunde misp2 ulanyn . Ol difie okuw gurgawy ugcin amatlydyr.
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Gurnama

MISP programmasy

« xtee-misp2-application paketini gurnan.
sudo apt-get -o "Acquire::https::Verify-Peer=false" xtee-misp2-application-ny
gurnan

« Asakda bu buyruk yerine yetirilenden son gorkezilyan soraglaryn we jogaplaryn sanawy berilyar.
Ulanyljak maglumat bazasynyn host IP-sini berin [standart: 127.0.0.1]:
Ulanyljak maglumat bazasynyn portuny gorkezin [standart: 5432]:
Ulanyljak maglumat bazasynyn adyny berin [standart: misp2db]:

Maglumat bazasy bilen aragatnasyk saklamak lU¢in ulanyjy adyny yazyn [standart:

misp2]:

'misp2' maglumat bazasynyn ulanyjysy uU¢in parol girizin: misp2
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Gurnama

MISP programmasy

« Asakda bu buyruk yerine yetirilenden son gorkezilyan soraglaryn we jogaplaryn sanawy berilyar.
SMTP host salgysyny berin [standart: smtp.domain.ee]:
Serwerin e-po¢ta salgysyny berin: [standart: info@domain.ee]:
X-Road v6 nusgalaryny berin (vergiil bilen boliinen sanaw)? [standart: eu-dev,eu-
test,eu] TM-DEV, TM
X-Road v6 agza synplaryny berin (vergiul bilen bolinen sanaw)? [standart: COM, EXT,
GOV ]
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Gurnama

MISP programmasy

« Administrator hasabynyn bellige alynmagy:

Taze administrator hasabyny gosmak isleyarsinizmi? [h/h] [standart: h]
Taze administrator ulanyjy adyny girizin > mispadmin

Paroly girizin > mispadmin

Hosting masynyndan girise rugsat berinn we MISP bilen Howpsuzlyk serwerininn arasyndaky HTTPS
baglanysygyny oc¢urin:

Administrator interfeysine girip bilyan IP salgysyny (bosluk bilen bdéliinen)
gorkezin: [standart: xx.xx.xXx.xx] hemmesi

MISP2 programmasy bilen howpsuzlyk serwerinin arasynda HTTPS baglanysygyny isletmek
isleyarsinizmi? [y/n] [standart: n] n



Konfigurasiya

MISP Administrator hasaplary (komanda setiri programmasy)

« Bar bolan administrator hasaplarynyn sanawy
/usr/xtee/app/admintool.sh

* Administrator hasabyny gosmak Ugcin -add parametrini buyruk setirine gosun:
/usr/xtee/app/admintool.sh -add

e Administrator hasabyny pozmak Uugin -delete parametrini komanda setirine gosun:
/usr/xtee/app/admintool.sh -delete
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Konfigurasiya

MISP programmasynyn gurnalmagy (eger yalnyslyk bar bolsa)

« Ubuntu 22.04-de Tomcat 9 we JAVAS bilen bagly mesele sebapli, asakdaky gogsmaca adimleri atmeli:
sudo apt libecj-java gurnama
sudo 1ln -s /usr/share/java/ecj.jar / var / 1lib / tomcat9 / 1lib
sudo systemctl tomcat9-y tazeden baslat
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Administrasiya

M I SP tayya r ; Notsecure  https://192.168.3.24/misp2/admin/admir

» Brauzerde https://<serwer
salgysy>/misp2/admin/ acyn. Eger bas
sahypa gorunyan bolsa, onda gurnama
tapgyry tamamlandy:

PEMU

Turkmenistanda pudagara elektron maglumat alysmak ulgamy

Portal administrator
Username

Password
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Administrasiya

Dolandyrys paneli

« Administratoryn ygtyyarnamalaryny girizin:
« Ulanyjy ady: mispadmin
* Parol: mispadmin
* Administrasiyanyn agylys sahypasy indi P E M U
gé’)r[]nmeli. Turkmenistanda pudagara elektron maglumat alysmak ulgamy
« Taze portal gosun.

Portals
Ho portal has been created yet



Administrasiya

Dolandyrys paneli

* Howpsuzlyk serwerinin host IP-sini portal gornusinde girizin.
« HTTPS konfigurirlenmedik bolsa, HTTP gutarma nokadyny ulanyn
« HTTPS ulanmak maslahat berilyar.
* "Howpsuzlyk serwerinden gogurip al" duwmesine basyn.
« Eger mysal tablisasy Howpsuzlyk serwerinden X-Road mysal ady
bilen tazelense, MISP gurnamasy tamamlandy we Howpsuzlyk
serwerine birikdirildi.

e
X5 Change passeord
Save successfull
[ —gack |
Portal name (EN)
Portal shart name

Fortal type

Oeganization name (EH]

Oeganization code [X-Road membser code)
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Send sudit log 1o security serer
L tenpics

Lisa Hpuas

ELILA i use

Unit manager can add groups

Found managers:

Sample Fortal
misp
Qrganizations portal
Sample crganization
OO0 R0
40
GOV
MISP?
httpe ! V9E. V68, 3,00/
DEV
Mame  Inuse

DEY o

st e

hitps /192168, 3. 00/

Off




	Slide 1: X-Road merkezi infrastrukturasynyň gurluşy we işleýşi
	Slide 2: Sapagyň tertibi
	Slide 3: Agzalary dolandyrmak
	Slide 4: Agzalaryň özara gatnaşyklary
	Slide 5: Agzalary dolandyrmak
	Slide 6: CRM
	Slide 7: Operasiýa
	Slide 8: Operator topary
	Slide 9: Gözegçilik
	Slide 10: Täze we bar bolan agzalara kömek etmek
	Slide 11: MISP
	Slide 12: Umumy syn
	Slide 13: Arhitektura
	Slide 14: MISP komponentleri
	Slide 15: Daşky gurşaw üçin talaplar
	Slide 16: MISP
	Slide 17: Daşky gurşawy taýýarlamak
	Slide 18: MISP maglumat bazasynyň bukjasy
	Slide 19: MISP programmasy
	Slide 20: MISP programmasy
	Slide 21: MISP programmasy
	Slide 23: MISP Administrator hasaplary (komanda setiri programmasy)
	Slide 25: MISP programmasynyň gurnalmagy (eger ýalňyşlyk bar bolsa)
	Slide 30: MISP taýýar
	Slide 31: Dolandyryş paneli
	Slide 32: Dolandyryş paneli 

